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ABSTRACT

Gender is a broad and fluid social construct that 
is not limited to the conventional male/female 
dichotomy that commonly informs gender analysis in 
ICT. Despite two decades of lesbian, gay, bisexual, 
transgender, queer, and intersex (LGBTQI) scholarship 
that has shown how gender and sexuality are lived 
along a wide spectrum — with great variation across 
regions, age groups, times, spiritual traditions, and 
cultural practices — the framing of gender and ICT 
overwhelmingly focuses on women, understood in 
binary terms. Hence, data is scant on access, inclusion, 
and innovation of gender and sexual minorities in the 
ICT sector. Despite the lack of accurate data, gender 
and sexual minorities innovatively employ computer 
language coding, gaming, social media, and mobile 
apps as empowerment tools, using them to raise 
awareness about discrimination and violence and to 
build social and political communities. But the spread 
of ICTs also raises concerns of safety for gender 
and sexual minorities, who face harassment and 
violence via technology-based surveillance tactics. 
Because of the extreme discrimination, violence, and 
surveillance they face, gender and sexual minorities 
have a unique set of needs for ensuring their 
success in employment in the ICT sector, including 
issues of healthcare, equitable work spaces, safety, 
visibility, and mentorship. This chapter reviews the 
intersection between gender and sexual minorities 
and ICTs, examining the opportunities for access and 
use and assessing the pitfalls involved. It ends with 
suggestions for further research and programming to 
promote gender and sexual equality in ICT. 

KEY FINDINGS

• Policy and research on gender and ICT generally 
focus on women understood as a binary category: 
male/female, excluding consideration of 
transgender people, gender identity, and sexual 
preference. Consequently, most approaches to 
women and ICT do not capture the relationship of 
gender and sexual minorities to ICTs.  

• The spread of internet access and social media 
permit gender and sexual minorities authentically 
to express their gender within their communities, 
without the stress of medically and/or socially 
transitioning or pressures of “coming out”. Smart 
phones and mobile apps facilitate fast, affordable, 
and culturally relevant dissemination of crucial 
services such as eHealth interventions to gender 
and sexual minorities. 

• Recent moves by the largest social media 
platforms allowing users to customise their 
gender have made social media more accessible 
to gender and sexual minorities. However, social 
media platforms still sell to advertisers user 

information that is coded along binary gender 
categories. 

• Technology-driven surveillance and cyberbullying 
of gender and sexual minorities is increasing. 
These tactics are now common occurrences 
worldwide, leading to workplace discrimination, 
physical attacks, blackmail, arrest, detention, 
torture, sexual assault, and murder of gender and 
sexual minorities.

INTRODUCTION

Scholars of gender and technology have extensively 
examined the gender digital divide, highlighting the 
marginalisation of women and girls in the tech field 
and the potential of ICTs to empower them (Buskens 
& Webb, 2014; Hafkin & Huyer, 2006; Lopes & Bailur, 
2018; Sørensen, Faulkner, & Room, 2011; Treinen & 
Van der Elstraeten, 2018). Overwhelmingly, these 
studies of the gender digital divide conceptualise 
gender as binary system of biological “male” and 
“female” sexes and further assume a division between 
masculinity and femininity that neatly aligns with 
maleness and femaleness (Landström, 2007). However, 
over the last two decades, lesbian, gay, bisexual, 
transgender, queer, and intersex (LGBTQI)24 scholars 
and activists have demonstrated the flaws of gender 
binarism, showing that gender and sex themselves 
are social constructs (Butler, 2011; Carrera, DePalma, 
& Lameiras, 2012; Currah & Spade, 2007; Halberstam, 
1998; Rubin, 2011). They have also shown that, far 
from a coherent identity category, gender is complex 
confluence of an individual’s self-perception of their 
gender, the perception of their gender by others, their 
own expression and presentation of their gender, 
and the designation of gender at birth by the medical 
establishment (Fausto-Sterling, 2000; Halberstam, 
1998; Stryker, 2008)25. Moreover, both gender and 
sexuality also intersect with other identity categories, 
such as race and class, and they vary across spiritual 
traditions, cultural practices, and historical periods 
(Anzaldúa, 2012; Connell, 2014; Driskill, Chris, Brian, 
& Scott, 2011; Najmabadi, 2005; Snorton, 2017; Vanita 

24 Several terms — lesbian, gay, bisexual, transgender, Queer, Intersex 
(LGBTQI); lesbian, gay, bisexual, transgender (LGBT); lesbian, gay, 
bisexual, transgender, queer (LGBTQ); genderqueer; queer; and gender 
and sexual minorities — are often used interchangeably, although there 
are complex histories and theories behind each of these designations. 
For a full discussion of these political histories see Stryker (2008 and 
2017) and Halberstam (2018). 

25 For instance, for cisgender individuals, gender self-perception aligns 
with the gender assigned at birth, whereas for transgender individuals, 
gender self-perception may not align with the gender identity imposed 
at birth. Similarly, intersex individuals may be born exhibiting both male 
and female or atypical biological traits, but they are often coerced — 
by doctors, parents, and social expectations — to live as either male 
or female. Gender non-conforming people and those questioning 
their gender are similarly often forced to adopt a gender identity 
that does not reflect their understanding of themselves as gendered/
non-gendered beings (Fausto-Sterling, 2000; Halberstam, 1998, 2018; 
Stryker, 2008).
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& Kidwai, 2001). Clearly, the characterisation of the 
gender digital divide along binary frameworks of 
male/female neglects the complex ways that gender 
and ICTs intersect. 

ICTs are a double-edged sword for gender and sexual 
minorities. On the one hand, ICTs can empower 
LGBTQI populations by enabling them “to collectivise 
and organise to counter stigma, discrimination and 
violence” (UNDP, 2016). Carmen Stitt further notes 
the power of computer games that feature gender-
fluid characters: they can “more than allow the avatar 
to transform the flesh” by permitting “people to 
escape the restriction of the bodies”, even if such 
an escape is much harder in “real life” (Stitt, 2012). 
But the dominance of a gender-binary discourse 
in gender and technology studies can also lead 
to what Catharina Landström calls “technological 
determinism” (Landström, 2007), i.e., the presumption 
that the gendered subject is the “determining factor 
in the gender/technology relationship” (Landström, 
2007). Rather than examining how gender and 
technology are co-constituted, technological 
determinism naturalises both gender binarism and 
“heteronormativity” — the view that “institutionalised 
heterosexuality constitutes the standard for legitimate 
and expected social and sexual relations” (Landström, 
2007, p. 11). Indeed, common assumptions that 
technology is the domain of masculinity and men, 
and that “women relate to technology in a way 
that reflects heteronormative femininity,” reinforce 
heteronormativity as a conceptual framework 
(Landström, 2007, p. 12).

Drawing on the cited works, this chapter examines 
gender and sexual minorities as a missing dimension 
of the gender digital divide. Unfortunately, the 
binary nature of most gender and ICT data makes 
this examination exploratory: there is an urgent need 
for data collection to enable further research on this 
topic. The paper begins with an overview of emerging 
legal frameworks for the protection of gender and 
sexual rights, including recent policies in the United 
Nations, and it reviews the ongoing discrimination 
against sexual and gender minorities despite 
increased public visibility of LGBTQI issues. The paper 
spotlights discrimination that hampers access to ICTs, 
including workplace and education discrimination and 
technology-driven harassment. It also discusses the 
potential of ICTs (such as gaming and virtual reality, 
social media, and mobile technologies) to advance 
the rights of LGBTQI people. It ends with a discussion 
of the need for reliable data covering a broader 
gender spectrum and presents research and policy 
recommendations for the promotion of gender and 
sexual equality in ICT.

EMERGING LEGAL 
FRAMEWORKS FOR 
GENDER AND SEXUAL 
RIGHTS

Recent activism by gender and sexual minorities has 
led to important changes in the public policy realm, 
including at the United Nations, where some of its 
agencies have initiated positive actions on behalf of 
gender and sexual minorities. The most important 
initiative was the 2016 resolution by the Office of the 
United Nations High Commissioner for Human Rights 
(OHCHR) denouncing “violence and discrimination 
based on sexual orientation, and gender identity” and 
appointing an independent expert on discrimination 
and violence against sexual and gender minorities 
(United Nations General Assembly26, 2016). The 
OHCHR’s online Free and Equal Campaign, raising 
awareness about human rights violations affecting the 
LGBTI community, has to-date generated 2.3 billion 
social media feeds27. Many United Nations agencies 
have also called for an end to requiring transgender 
people to undergo surgery and sterilisation against 
their will (National Center for Transgender Equality, 
2014). UN Women, along with OutRight International, 
has similarly advocated for the inclusion of LGBTQI 
voices at all levels of programmatic intervention 
to end gender-based violence (Mlambo-Ngcuka, 
2017). Regional organisations in Africa, the Americas 
and Europe — including the African Commission 
on Human and Peoples’ Rights, the Organization of 
American States, the Inter-American Commission on 
Human Rights, the European Union, the European 
Parliament, and the European Court of Human Rights 
— have also passed measures affirming the rights of 
gender and sexual minorities (Office of the United 
Nations High Commissioner for Human Rights, 2015, 
p. 4).

Despite the growing visibility of LGBTQI issues and 
the emergence of legal protections, discrimination 
and violence against LGBTQI is rampant around the 
world (Carroll & Ramón, 2017). While the 2016 United 
Nations resolution is the most comprehensive United 
Nations stance on the human rights of gender and 
sexual minorities, it still faced objection from eighteen 
countries28. Seventy-two countries currently criminalise 
same-sex relationships. The movement to secure 
acknowledgement and enforcement of the human 
rights of gender and sexual minorities is, therefore, a 
prerequisite for their access of and full participation 
in ICTs. There have been some efforts on this topic 

26 United Nations General Assembly. Resolution adopted by the Hu-
man Rights Council on 30 June 2016. Human Rights Council Thirty-se-
cond Session Agenda item 3. 

http://www.un.org/en/ga/search/view_doc.asp?sym-
bol=A/HRC/RES/32/2 

27 Free and Equal Campaign. www.unfe.org. 

28 Free and Equal Campaign can be viewed at www.unfe.org.



Taking Stock: Data and Evidence on Gender Digital Equality PART TWO

211

among the major United Nations organisations dealing 
with ICT. For instance, in 2015, the International 
Labor Organization (ILO) released a study of 
workplace protection for gender and sexual minorities 
in Brazil (ILO, 2015). In 2016, the International 
Telecommunication Union (ITU) together with UN 
Women established EQUALS: The Global Partnership 
for Gender Equality in the Digital Age, a global 
network of corporate leaders, governments, non-profit 
organisations, communities and individuals committed 
to ending the gender digital divide. (This report 
is a result of that partnership.) While these are 
promising trends, there is more work to be done by 
agencies such as the ILO, ITU, and the United Nations 
Conference on Trade and Development (UNCTAD), 
to begin or to expand their analysis of the gender 
spectrum in ICT.

GENDER AND SEXUAL 
DISCRIMINATION: THE 
LEAKY EDUCATION–
WORKPLACE PIPELINE

While data is scarce on workplace discrimination 
against gender and sexual minorities in ICTs, general 
patterns of extensive workplace discrimination can 
reasonably be expected to hold in the ICT sector as 
well. For instance, the United States Commission on 
Civil Rights found that “discrimination against LGBT 
employees affects all occupations” (United States 
Commission on Civil Rights, November 2017). A 
seven-country study on wage discrimination against 
sexual minorities found that gay men earn 11% less 
than their heterosexual counterparts (Klawitter, 
2015). A 2013 Europe Union survey found one in 
five LGBTQ individuals reporting discrimination, as 
did one in three transgender individuals (European 
Union Agency for Fundamental Rights, 2013). Similar 
trends are observed in the U.S. (James et al., 2016) 
and Brazil (International Labor Organization, 2015). 
In 2017, the U.S. retracted protection from workplace 
discrimination that had been afforded to transgender 
people under the Civil Rights Act (Horwitz & Hsu, 
2017). 

These patterns of workplace discrimination have 
been documented on the ground as well. The NYC 
Technology Salon hosted a workshop in 2015 on 
discrimination against gender and sexual minorities 
in the field of Information and Communication 
Technology for Development (ICT4D), bringing 
together employees in the ICT4D field from 
around the world. Participants reported frequent 
discrimination including cyberbullying, workplace 
hostility, and harassment by colleagues, including 
monitoring their personal social media accounts, 
spreading rumors and creating a hostile work and 
living environment (Raftree, 2015). Such vigilantism 
prevents LGBTQI workers from safely building 

communities against threats of physical violence and 
aggressive policing. Violations were especially intense 
in parts of the world with rampant legal and cultural 
discrimination against LGBT people and where hostile 
governments control the internet. 

Employment discrimination is closely related to 
education discrimination. In many regions of the 
world, transgender students are pushed out of school 
by harassment and discriminatory dress codes (UNDP 
et al., 2016). For instance, the 2015 U.S. Transgender 
Survey found that 77% of surveyed individuals who 
were out or perceived as transgender in their school-
age years had left a school as a result of abuse, 
including verbal harassment, restriction on dressing 
according to their gender identity, harsher discipline 
and physical/sexual assault (James et al., 2016). In 
college or vocational school, 24% of people who were 
out or perceived as transgender also reported verbal, 
physical, or sexual harassment (James et al., 2016). 
Nor do advanced degrees guarantee fair treatment: 
in South Africa, transgender women with advanced 
degrees reported working in positions far below 
their qualifications, due to workplace discrimination 
on the basis of gender identity (UNDP et al., 2016). 
A United Nations Educational, Scientific and Cultural 
Organization (UNESCO) survey of students in Thailand 
found that more than half of LGBTQI respondents had 
been bullied in the previous month, and more than 
30% had experienced physical abuse; similar statistics 
are reported in other countries (Office of the United 
Nations High Commissioner for Human Rights, 2015). 
The implication for the ICT sector is clear. There is 
a “leaky pipeline” for gender and sexual minorities 
who are forced to drop out of school, limiting their 
access to work in this and other professional fields. 
In short, “legal gender recognition [is] a precursor to 
gainful employment” (Office of the United Nations 
High Commissioner for Human Rights, 2015, p. 42). 
It is imperative for states, ICT sector policy makers, 
employers and educators to prioritise the rights 
of gender and sexual minorities to fair and equal 
education and employment.

THE RISE OF CYBER 
THREATS AGAINST GENDER 
AND SEXUAL MINORITIES

With the rise of the internet, smart phones, and social 
media, technology-enhanced threats against LGBTQI 
people have become commonplace (Clunaigh, 2013). 
Anti-LGBTQI groups, individuals, and states use 
technology-based surveillance tactics to identify 
people online in order to prosecute them, harm them 
offline, and exclude them from political and social 
life. Common tactics include doxing, phishing (via 
software such as Trojan spyware and Fin Spy software), 
metadata mining, and requesting users’ personal 
profile information from host sites or internet services 
(Clunaigh, 2013). Social media platforms such as 
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Facebook, Twitter and Skype have been transformed 
into tools for exposing the identities, networks, and 
location of non-conforming individuals to enable 
physical attacks, blackmail, arrest, torture, and sexual 
assault (Clunaigh, 2013, p. 125). Individual harassers 
— as well as repressive governments — also deploy 
these platforms as “honeypots,” the illicit practice of 
luring gender and sexual minorities for a supposed 
liaison and then exposing, extorting, and attacking 
them (Clunaigh, 2013). Most infamously, in the early 
2000s, the Egyptian government cracked down on 
LGBTQI communities by luring them on dating sites 
(Clunaigh, 2013, p. 127).

While hostile parties use technology-enabled 
violations against sexual and gender minorities, 
LGBTQI activists deploy ICTs to combat cyber 
threats. Activist groups such as Tactical Technology 
Collective (Tactical Tech) and FrontLine Defenders 
have responded to the growing cybersecurity 
threats to LGBTQI communities by providing training 
to human rights workers on digital safety29.  They 
teach strategies such as removing work-related 
collaborations from social media sites and deleting 
metadata from files (especially photographs, which 
can include GPS location information). These groups 
also provide popular security training manuals in 
various languages. 

ICTs are also used by human rights activists to 
document the range and extent of non-digital 
human rights violations around the world. Between 
2008 and 2014, the Transgender Europe and the 
Trans Murder Monitoring Project recorded 1612 
murders of gender-variant/transgender people in 62 
countries (Transgender Europe, n.d.). Transgender 
people also face much higher rates of intimate 
partner violence than other groups (UNDP et al., 
2016). Open-source software programmes such as 
Martus and OpenEvsys allow LGBTQI groups to 
securely record and report violations in real time. 
Martus has been used in Uganda to document 78 
cases of human-rights violations against transgender 
people; it has also helped individuals who face risk 
of computer confiscation by police30. OpenEvsys has 
been useful for the Transgender Europe project’s 
efforts to track transphobia31. Another possible ICT 
tool recommended by UNDP for adoption by gender 
and sexual minorities is Ushahidi, an open-source 
programme compatible with smart phone that is used 
by women’s rights activists to generate Crowdmap, 
a digital map that allows users to record and share 
threats and attacks in real time32. As UNDP notes, 
programmes like Martus and OpenEvsys do not 
require sophisticated technical know-how, making 
them ideal tools for community organisations (UNDP 
et al., 2016).

29 See the website for Frontline Defenders at https://www.frontlinede-
fenders.org/en/programme/digital-protection.

30 Martus can be accessed at martus.org.

31 Transgender Europe. tgeu.org/wp-content/uploads/2013/11/Moni-
toring_ Transphobic_Incidents_final.pdf; www.huridocs.org/openevsys/

32 More on ushahidi can be found at www.ushahidi.com

SEARCH ENGINE 
ALGORITHMS AND 
ARTIFICIAL INTELLIGENCE 
(AI): NEW FRONTIERS OF 
DISCRIMINATION?

In Algorithms of Oppression, Safiya Umoja Noble 
analyses the relationship between search engine 
algorithms, artificial intelligence and the proliferation 
of sexism and racism on the internet. Noble conducts 
extensive analysis of the racialised and sexualised 
algorithms that search engines use; she notes that “on 
the internet and in our everyday uses of technology, 
discrimination is also embedded in computer code, 
and increasingly, in artificial intelligence technologies 
that we are reliant on, by choice or not” (UNDP et al., 
2016, p. 1). Her analysis of Google’s search engine 
results reveals an array of sexist and racist images of 
people of color, which “reflects a corporate logic of 
either willful neglect or a profit imperative that makes 
money from racism and sexism” (UNDP et al., 2016, p. 
5). 

Although Noble’s work does not directly address 
gender and sexual minorities, it raises important 
questions about how gender and sexual minorities 
can be victims of the poorly understood intersection 
of digital algorithms and big data. As noted earlier, 
gender and sexual minorities face widespread 
technology-driven discrimination and violence 
(Raftree, 2015). And, as discussed in the next section, 
there is growing evidence that even when social media 
platforms allow user customisation of gender, they 
may violate users’ preferences by selling user data 
to marketers that impose gender-binary categories 
(Bivens & Haimson, 2016).

ICTS AS EMPOWERMENT 
TOOLS FOR GENDER AND 
SEXUAL MINORITIES
MOBILE TECHNOLOGIES

Mobile technologies, while they can be used to 
exploit and harass women, are also noted for their 
potential for empowering women (Women’s World 
Wide Web, n.d.). However, most of the literature 
and data on mobile devices overlooks the broader 
gender spectrum. Nonetheless, there are indications 
that mobile technologies allow gender and sexual 
minorities to create some relatively safe spaces, to 
advocate for rights and to receive important health 
information and services. The LGBT Technology 
Institute in New York City provides free cell phones 
and cell phone plans to homeless youth (Williams, 
2016). A study in Los Angeles finds that, in addition to 



Taking Stock: Data and Evidence on Gender Digital Equality PART TWO

213

connecting youth with case managers and/or social 
workers, these devices serve as a “relatively cheap 
resource which can enable youth to pursue higher 
level resources, such as housing and employment” 
(Rice, Lee, & Taitt, 2011). Homelessness is especially 
high among transgender youth, affecting 30% of 
respondents in the 2015 U.S. Transgender Survey; 
efforts to expand access of mobile devices for gender 
and sexual minorities can be life-changing or even 
life-saving.

Mobile technologies are also useful in the health 
care industry, helping facilitate fast, widespread, 
affordable and culturally relevant dissemination of 
eHealth interventions (Fleming, Hill, & Burns, 2017). 
For instance, cell phone apps such as TODAY! have 
been used by mental health workers to aid gender 
and sexual minorities manage depression and anxiety, 
by putting them in quick contact with counselors 
and mentors (Fleming et al., 2017). Mobile phone 
apps have been useful for HIV/AIDs care provision 
to the LGBTQI populations, a population especially 
vulnerable to HIV/AIDS infection (Baral et al., 2013). 
Some health care providers in Indonesia have adopted 
iMonitor+, a UNAIDS-supported mobile phone 
app that allows any community to find HIV care and 
services, report HIV medication stockouts and report 
incidents of health care discrimination. They report 
receiving real-time alerts via this app faster than with 
other tools used in the past33. Mobile health apps have 
also been used in outreach efforts to men who have 
sex with other men (MSM) about HIV/AIDS information 
and care (Macapagal, Coventry, Puckett, Phillips, & 
Mustanski, 2016), and they have been effective in 
reaching MSM who are members of other minority 
groups and who are often neglected in HIV/AIDS care 
provision (Mitchell et al., 2017). 

While e-health interventions are promising, as UNDP 
points out, health information on the web for gender 
minorities remains scarce, and (when available) is 
mostly in English (UNDP et al., 2016). Moreover, in 
many parts of the world, low literacy presents a barrier 
for gender minorities’ use of ICTs for health services 
and information (UNDP et al., 2016), reflecting the 
far-reaching impact of gender/sexual discrimination 
in education and highlighting the need for a multi-
pronged anti-discrimination strategy.

COMPUTER GAMES AND 
VIRTUAL REALITY

The internet in particular has emerged as a 
“preliminary, complementary, and/or alternative” site 
of gender transition, community development, and 
empowerment of these marginalised populations 
(Marciano, 2014). The world of internet games and 
virtual reality (VR) have been especially instrumental 
for gender non-conforming individuals (including 
transgender, gender non-binary, and questioning), 
allowing them to express different gender identities 

33 To learn more, see live.imonitorplus.org.

without pressure to transition medically and/or 
socially (Costello, 2014). In the 1990s, role-playing 
games (RPGs) provided new spaces for gender 
non-conforming people to experiment with and 
authentically represent their gender expression 
(Costello, 2014; Cross, 2012; Griffiths, Arcelus, & 
Bouman, 2016; Turkle, 1997). Text-based applications 
particularly enable anonymity and neutrality, by 
eliminating vocal pitch, appearance, and other 
indicators of users’ genders (Turkle, 1997). These 
include multi-user dungeons/domains (MUDs), a 
multiplayer real-time virtual world that integrates 
role-playing games, interactive fiction, online chat 
and so on; and Internet Relay Chats (IRCs), a chatting 
system that uses rules and conventions and client/
server software. Graphics-based RPGs also allow more 
tangible trans and non-binary expression, especially 
for individuals who may not be able to physically 
transition or who are reluctant to transition out of fear 
of harassment, discrimination, and/or violence (Turkle, 
1997). Popular games such as Second Life or Sim 
World offer millions of players the option to choose a 
gender avatar that differs from their assigned and/or 
lived gender and to explore new embodiments. 
It is important to note that many virtual worlds still 
construct gender as binary, limiting users’ choices to 
“male” and “female” avatars. However, as scholar and 
gamer Katherine Angel Cross notes, RPGs such as 
World of Warcraft allow for “creative resistance” and 
self-transformation within a framework that was never 
intended by the game developers to accommodate 
such modes of expression (Cross, 2012). Indeed, after 
developers introduced gender-neutral pronouns 
in computer programming codes to avoid sexist 
language, LGBQI users quickly adopted the alternative 
pronoun sets of IRCs and MUDs and popularised them 
across servers (Danet, 1998).

SOCIAL MEDIA

Recent moves by the largest social media platforms 
to expand their gender marker options have opened 
up unprecedented opportunity for gender minorities. 
Facebook, Google+ and Pinterest now allow users to 
customise their gender or choose from a wide range 
of gender identifications. Facebook’s user registration 
interface now has over 50 gender identification 
options. Twitter and LinkedIn do not mandate new 
users to supply information about their gender, and 
many other platforms now also give users control over 
their preferred pronouns. These design decisions 
increase access and inclusion for non-binary users, 
and they may also be instrumental in expanding 
general awareness of the broader gender spectrum, 
potentially beyond the digital world and into the 
physical. 

While social media companies’ foray into a wider 
gender spectrum opens new prospects for self- 
determination of gender and sexual minorities, 
these companies also perpetuate gender binaries by 
selling gender data — and doing so in ill-considered 
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ways. Social media platforms that have broadened 
gender concepts in certain platforms (such as the 
public-facing profile pages and news feeds) are 
shown to revert to a binary system in other spaces, 
such as advertiser sign-up pages, without users’ 
awareness (Bivens & Haimson, 2016). Hence, the 
millions of users who joined social media platforms 
before gender customisation options were available 
still inhabit the original gender-binary categories, 
because marketers frequently tailor advertisement 
along gender binary lines, which may violate users’ 
sense of themselves (Bivens & Haimson, 2016). For 
instance, Twitter and LinkedIn allow their advertising 
partners to algorithmically extract users’ gender-
based information (Bivens & Haimson, 2016, p. 7), 
while Facebook forces users to make public personal 
information, such as legal name, profile picture, and 
gender. Such requirements may make it more difficult 
for people to freely, creatively, and comfortably 
express their gender. Hence, while it is important to 
note the potential such social media practices hold 
to accelerate social and political change, it is equally 
important to underscore “the capacity for software 
to misgender users under the surface” (Bivens & 
Haimson, 2016, p. 5) and to safeguard against such 
possibilities.

THE NEED FOR DATA ON 
ICT AND GENDER AND 
SEXUAL MINORITIES

Gathering data about gender and sexual minorities 
matters because good data demonstrates the 
existence of gender and sexual minorities, which 
many repressive governments and cultural groups 
deny (Williams Institute, 2014); helps destigmatise 
gender and sexual minorities; documents their 
experiences and characteristics; and informs policy 
and programmes (Brown, Herman, & Park, 2017). 
UNDP points out that data also helps attract donors 
to support LGBTQI rights and needs, such as HIV/
AIDs-related care (UNDP et al., 2016). Various models 
for gathering culturally relevant data on gender 
and sexual minorities are beginning to emerge. 
While there are ethical issues involved in these data 
gathering efforts, these models could serve as a 
template for the ICT sector, which lacks actionable 
data. 

The two-step approach is the most recommended 
available tool for assessing gender identity. This 
approach asks respondents about both their assigned 
sex at birth and their self-perceived gender identity 
at the time of the survey. The single-step approach 
only records transgender/cisgender status and does 
not record assigned sex at birth or current gender 
identity (UNDP et al., 2016). Some government survey 
tools disaggregate a range of related data: self-
identification (i.e., how someone identifies their sexual 

orientation); sexual behaviour; sexual attraction (the 
gender of individuals to whom one feels attracted); 
gender assignment at birth; gender identity at the 
time of data collection; and preferred pronoun choice. 
A number of countries have begun disaggregating 
gender identity data, including Nepal, whose 
census data questionnaire includes three gender 
categories: male, female, and third gender (UNDP & 
the Williams Institute, 2014). Germany, Bangladesh, 
Pakistan, and India also recognise third gender in 
official documents, such as census, passports, and 
birth certificates (Statistics New Zealand, 2014). 
The Australian Bureau of Statistics (ABS) and New 
Zealand’s government are also developing gender 
identity data collection standards that improve 
accessibility, interpretability, and comparability of data 
(Statistics New Zealand, 2014). In the U.S., numerous 
federal surveys now gather sex and gender-inclusive 
data (GenIUSS Group, 2014).

The rise of data gathering on gender identity and 
sexual orientation does raise conceptual and safety 
issues. The counting, classifying, and surveillance of 
gender and sexual minorities can be a double-edged 
sword; traditionally, data generated on this community 
by observers not connected to LGBTQI movements 
and communities has led to “results that undermine 
claims for transgender rights” (Currah & Spade, 
2007, p. 2). Data collection tools also need to reflect 
accurately local and regional gender and sexuality 
terminology. For instance, in parts of the Middle 
East, transgenderism is more widely understood than 
homosexuality, while in parts of Africa, Latin America, 
North America and Europe, homosexuality — even if 
outlawed or ostracised — is a term in wider circulation 
than transgenderism (Currah & Spade, 2007). As 
UNDP notes, “programmes run by trans people are 
often more successful in reaching trans communities 
and meeting their needs” (Currah & Spade, 2007, p. 
6). Furthermore, good data depends on the safety 
of informants, and gender and sexual minorities 
living under duress may hesitate to partake in a data 
collection process (UNDP et al., 2016, p. 53). Hence, 
useful data and protected human rights are contingent 
on one another.

RECOMMENDATIONS 
FOR PRACTITIONERS AND 
POLICY MAKERS

It is imperative that states, ICT sector policy makers, 
employers, and educators give high priority to 
the protection of the rights of gender and sexual 
minorities and their full participation in this sector. To 
this effect, UN Women, EQUALS, and their partners 
should consider the following recommendations. 

• To end violence and discrimination based on 
sexual orientation and gender identity, integrate 
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gender and sexual minorities in the framing of 
the global gender digital divide, and promote the 
resulting framework via high-profile campaigns 
tailored for the ICT sector. 

• To ensure that the gender concepts in ICT do 
not mischaracterise people’s self-understanding 
of their gender or reinforce discrimination, 
encourage ICT-related institutions and agencies 
to include gender and sexual minorities in the 
shaping of gender equality frameworks at all 
levels. 

• To end technology-driven security threats, raise 
awareness of the threats experienced by gender 
and sexual minorities communities throughout 
the ICT sector — with employers, healthcare 
providers, educational institutions, and human 
rights activists, among others. This effort could 
include: integrating digital security practices into 
the ICT environment of specific communities 
at risk; supporting capacity building of groups 
combating cyber threats in LGBTQI communities; 
providing cyber safety training manuals in various 
languages and geared toward technology users 
with varying literacy levels; and encouraging 
social media providers to adopt cybersecurity 
measures to prevent their technologies being 
used to perpetrate crimes.

• To decrease workplace discrimination, train key 
ICT sector employers about the complexity of 
gender concepts. Encourage them to implement 
preferred gender pronoun use in the workplace, 
provide adequate health care (including gender-
affirming surgery and mental health care), ensure 
the availability of non-discriminatory facilities, and 
adopt cybersecurity measures that protect the 
rights of LGBTQI workers. 

• To expand the wellbeing of gender and sexual 
minorities via mobile technologies, mobile phone 
operators (and their associations, such as GSMA) 
should reach out to serve the LGBTQI community 
and protect their privacy.

RECOMMENDATIONS 
FOR RESEARCHERS

• To undertake research that provides insight into 
the complex interrelationship of gender and 
ICT, encourage the collection of disaggregated 
gender data by ICT-related agencies and by 
national and international statistical offices. 

• To minimise harmful data collection and 
interpretation, as well as to develop culturally 
accurate data, include members of gender and 
sexual minority communities at all levels of data 
collection; consult best practices guidelines on 
data collection developed by LGBTQI groups. 

• To expand under-served gender and sexual 
minorities’ access and use of ICTs, such as internet 
and mobile apps, address the unique needs of 
those individuals who are also members of other 
under-represented groups.

• To protect gender and sexual minorities as ICT 
users, undertake an assessment of the dangers 
posed by ICTs at the state, private sector and 
community levels and propose measures to tackle 
the challenges.
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