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ABSTRACT
This chapter explores the fundamental notions of 
digital security and privacy from a gender perspective. 
In a world that is increasingly relying on digital 
technologies, learning how to be safe when online 
is of paramount importance. Studies show that, as 
much as digital technologies represent an undeniable 
opportunity for growth and change, they also offer 
a larger platform for abuse. The Association for 
Progressive Communication has pointed out that 
cyberstalking, online harassment, image manipulation, 
and privacy violations have compromised women and 
girls’ safety both online and off-line, in many countries 
(APC, 2015). This disturbing behaviour extends to 
geo-tracking and surveillance, in some extreme cases. 
Equipping women with adequate digital knowledge 
and skills to ensure a more secure and private online 
experience can help to limit this kind of abuse. Going 
further, however, we advocate women’s involvement 
in fundamentally rethinking security research and 
design in terms of gender. Security technology 
(including cryptography) is not gender-neutral; 
to date, it has been proposed and designed by a 
specific, non-diverse community, which has shaped 
its development. Specific trust assumptions, security 
models, and the technical language of security — 
using such terms as attacks and adversaries — that 
underpin contemporary security research appear 
to be male-driven and male-oriented. However, 
there is growing awareness that security solutions 
need to be designed in, and for, a specific context, 
and that they need to take incorporate diverse, 
context-sensitive design principles. This goal 
requires reducing the gender gap in digital literacy, 
ensuring that women have the necessary skills to 
experience technology in a private and secure way (for 
instance, with better understanding of password use, 
encryption functionality, and data integrity). Women’s 
greater involvement in the design of security and 
cryptographic solutions is key to safer integration of 
digital technologies in our lives.

KEY FINDINGS

• Technology unfortunately provides a wider 
platform for abuse towards women. The solution 
requires both individual digital skills to enhance 
personal security and privacy, and women’s 
participation in design and development of 
security and privacy technologies. 

• In the field of Information Security, women are 
largely underrepresented: globally, women 
account for just 11% of the cyber security 
workforce, mainly in non-managerial positions.

• Security technology is gendered; cryptography 
incorporates gendered assumptions relating 
to sources of threat, potential “trusted” allies, 
and resource availability. More diverse design 
principles need to be developed.

INTRODUCTION

This chapter details how the lack of knowledge 
of online security and privacy can have a deeply 
negative effect on technology users, especially 
women. A straightforward solution to this problem 
is to equip women with the necessary skills, so the 
chapter then examines women’s involvement in the 
area of information security. Finally, we note that this 
imbalance in skills has led to a lack of diversity in the 
design and development of security solutions, and 
in particular of even basic cryptographic concepts. 
In view of the fundamental role of digital security in 
the adoption of technology in our lives, reducing the 
gender gap in this field is of paramount importance. 

SECURITY AND PRIVACY 
CONCERNS FOR WOMEN IN 
THE DIGITAL AGE

Technology is generally considered a fundamental 
driver of development and social change, not only in 
economic aspects but also for human development, 
abilities, and freedom (Deneulin & Shahani, 2009). 
Digital technology, in particular, has great potential 
to promote the advancement of women’s economic 
opportunities as well as the equality of women 
and men. However, digital technology cannot be 
considered a mechanism in itself for promoting 
development and equality, but rather a contribution 
to that process, by highlighting, extending, and 
magnifying communicative and sharing capabilities 
(Sey, 2011). 

Indeed, the digital age has proven, in some respects, 
to be liberating for women; access to technologies 
and the internet can be very empowering. Judy 
Wajcman, in TechnoFeminism (Wajcman, 2004), 
surveys feminist theories regarding the interplay 
between gender and technology. In the utopian views 
of cyberfeminists, technology will allow us to break 
free from the gender-based roles and restrictions 
that define us in the real world, because, in the digital 
world, women can be whoever they want. (Wajcman, 
2004, pp. 56-77). 
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Society is immersing itself in the digital world. At 
the end of 2015, it was estimated that there were 3.2 
billion people online (Internet Society, 2016); similarly, 
in 2016, it was estimated that 47% of the world’s 
population is online (World Wide Web Foundation, 
2016). To varying extent, women are accessing the 
internet, ranging from 76.3% in Europe, to 18.6% 
in Africa (Statista, 2017a); (ITU, 2017). (For some 
countries, these statistics are unavailable.) In social 
media access, 52% of Facebook users in the U.S. are 
female, as are 44% of Facebook users worldwide 
(Statista, 2018a). 

Mobile phone usage is also growing. In the U.S., 
94% of women own a mobile phone and 75% own 
a smartphone (Pew Research Center, 2018). These 
numbers are significantly lower in the Global South: 
in low- and middle-income countries (LMICs), the 
percentage of women owning a mobile phone was 
41% in 2015 (GSMA, 2015). Pay-as-you-go mobile 
phones have been important in enabling women in 
LMICs to get connected (Wajcman, 2004, p. 120). In 
2017, 36% of women were using, or had previously 
used, online dating sites or apps (Statista, 2017b). 

What security and privacy concerns does such 
connectivity entail? The advent of mobile technology 
has enabled significant economic and social changes, 
especially in LMICs. Innovations include branchless 
and mobile banking, farming apps, and health-related 
applications (including home-based care, medical 
advice, counseling for HIV/AIDS patients, and anti-
counterfeit checking of pharmaceuticals).

However, mobile technology can reveal tensions and 
complex relations between technological mobility and 
social—especially gender-based—restrictions. The 
generalisation that technology increases economic 
and social advances is too simplistic. An ethnographic 
study in India, conducted by Jo Tacchi, shows 
that in some households men control technology 
(phones in particular), believing that technology has 
a corrupting influence on women. However, when 
the power structure changes in a household (due to 
a death, for example), the constraints and restrictions 
on technology also shift (Tacchi, 2014). The use of 
mobile technology to control or track a daughter’s 
movements, described in the same study, can be seen 
as either oppressive or protective, depending on the 
participant. 

Social control can be exerted through simple calls and 
text messages, or it can be amplified through apps 
such as Phone Tracker and Find My Friends, which 
allow a user to follow a spouse or partner, for example. 
This can allow abusive partners to exert more control 
— particularly troubling when we consider that 35% of 
women worldwide have experienced physical or sexual 
violence (World Health Organisation, 2017). 

Security and privacy may be even more at risk in the 
online world. American women are more likely than 
men to seek healthcare advice online (eMarketer, 
2013). Women in the UK are reportedly seeking illegal 

abortions online, even though abortion in the UK 
is legal and publicly funded (New Scientist, 2017). 
Whether or not this indicates a problem in accessing 
abortion services, there is certainly some danger in 
seeking out medical help online. Illegal healthcare 
creates a security issue, placing women in danger, 
particularly with regard to reproductive health and 
abortion services; they may receive incorrect medical 
information or be given medications that, at best, do 
not work or, at worst, are dangerous. 

The problems and dangers that may be encountered 
by women seeking health and human services on 
the internet include: difficulties in ascertaining 
the credentials and identity of service providers; 
accessing inaccurate information; reliance on untested 
methods; difficulties in online assessment; exposure 
to disinhibited communication; development of 
inappropriate online relationships; and lack of 
standards or regulation regarding online human 
service practice. In addition there is the possibility of 
victimisation through loss of privacy, cyberstalking, 
and identity theft (Finn & Banach, 2000). 

Overall, use of these new technologies may expose 
users to an unprecedented level of threats, such as 
control, abuse, and theft of sensitive data, reflecting 
the lack of certain security properties (Quaglia & 
Heath, 2017). One solution is to equip women with 
digital knowledge and skills to ensure a more secure 
and private online experience, as well as greater 
agency in navigating information security. 

This highlights the need for progress in increasing 
both the digital skillset required for personal security 
and privacy (for which training and schools are being 
developed), as well as women’s participation in the 
design and development of security and privacy 
technologies. (We note that there is also the dual need 
to restrict and punish the abusers and perpetrators 
of online crime). This often comes in the form of calls 
for better and more balanced laws to prevent cyber-
crime, online harassment, however this will not be the 
focus of our study). We focus on the need to increase 
women’s participation in InfoSec, since this has 
received less attention in the literature so far. 

WOMEN IN INFORMATION 
SECURITY

Globally, women only account for 11% of the cyber 
security workforce, and they are likely to hold non-
managerial and entry-level positions. Men are much 
more likely than women to hold a C-level or executive 
management position. The prevalence of women in 
information security professions varies by region, 
ranging from 5% of the workforce in the Middle East 
to 14% in the U.S., but women are underrepresented 
globally (Executive Women’s Forum, 2017). 



Taking Stock: Data and Evidence on Gender Digital Equality PART TWO

307

Accordingly, decision making in information security is 
disproportionately carried out by men.

One reason for this gender gap is that women are 
less likely to interact with STEM subjects (i.e., science, 
technology, engineering, and mathematics). STEM 
background appears critical: 61% of women entering 
the information security workforce have a degree in a 
STEM subject, as do 74% of men (Executive Women’s 
Forum, 2017). However, girls’ uptake of STEM subjects 
in schools is low. For 16-year-olds in the UK, only 35% 
of girls choose to study a STEM subject, compared to 
94% of boys (Wise, 2017). Jane Frankland points out 
that large numbers of women were engaged in STEM 
subjects throughout WWII, followed by a sudden 
drop-off. One factor, Frankland argues, may be 
media portrayal of STEM subjects as masculine areas 
of study; she cites examples of movies and popular 
media showing males interested in information 
security (Frankland, 2017, pp. 143-4). Another factor 
is misconceptions about gender, and gender bias. 
Gender bias can appear in many forms, from unequal 
pay to more subtle issues, such as asking women 
to perform different duties than men, influenced by 
gender norms (TechRepublic, 2015). Biases against 
women in the workplace include assumptions such as 
that a woman will leave to have children, or that she 
will not want to travel (Frankland, 2017). 

Globally, 39% of women in information security do not 
come from a STEM background (Executive Women’s 
Forum, 2017), compared to 30% of information 
security professionals overall (Alta Associates, 2017). 
Since women are more likely to enter the information 
security profession from a non-technical background, 
Frankland points to the importance of non-traditional 
(i.e., non-STEM) routes into cybersecurity; she prefers 
to refer to STEAM (science, technology, engineering, 
arts, and mathematics) (Frankland, 2017, pp. 87-88). 
Women are more likely to have interdisciplinary skills, 
and employers should consider the benefits this can 
bring to a workforce (Executive Women’s Forum, 
2017). 

Programs that target information security initiatives 
at girls can help to raise awareness as well as increase 
digital skills. Girls Who Code operates across the U.S. 
and the UK (Girls who code, n.d.). IBM run the Women 
in Security Excelling Initiative (WISE), launching a 2016 
programme called Cyber Day 4 Girls to teach girls in 
the U.S. and Canada cyber security awareness (IBM, 
2016). Google launched a website in 2014, “Made with 
Code”, that includes coding projects aimed at girls 
(Time, 2014). Government initiatives also exist, such 
as CyberFirst (CyberFirst, n.d.), run by the National 
Cyber Security Centre in the UK, that provides courses 
and competitions that aim to nurture talent. In the 
U.S., GenCyber is a free summer camp for students 
and teachers (GenCyber, n.d.). Many initiatives 
around the world relate to STEM participation more 
broadly (Mashable, 2016), as demonstrated in the 
EQUALS mapping initiative (https://www.equals.org/
actionmap).

In order to address gender bias, employers must first 
be aware of possible bias and take positive action 
to prevent women being discriminated against. For 
example, since women are often disadvantaged for 
having children (Frankland, 2017, pp. 4-8), Google 
increased maternity leave for new mothers. By 
reducing the number of new mothers leaving the 
company, this step was also cost-efficient, saving costs 
of recruitment and training (Quartz, 2016). 

While women’s input to technological progress has 
been overlooked in the past (Wajcman, 2004, p. 13), 
their role in the history of technology is now being 
presented in popular media. Notably, the 2016 movie 
Hidden Figures documented the little-known role of 
African American female mathematicians in the U.S. 
space programme in the 1960s. Women’s issues are 
widely covered, and campaigns against stereotypes 
of women in industry are reported in the media 
(BBC News, 2015). Women in different industries 
fight against gender inequality, using social media 
to highlight issues; the MeToo (Wikipedia, n.d.) and 
TimesUp (Wikipedia, n.d.) campaigns showed the 
power of online action. 

GENDERED SECURITY

Radical feminists see all technology as intrinsically 
patriarchal, that is, as part of a system controlled 
by men to further male goals. These arguments are 
explored in (Wajcman, 2004, pp. 10-31). This argument 
can also apply to digital security and privacy: as part 
of the technology, security and privacy can also be 
considered to be gendered. 

Cryptography focuses on enabling secure 
communication over an insecure channel, such 
as the internet. This is typically done by means of 
cryptographic primitives — basic algoriths, such as 
encryption and digital signature schemes — designed 
and tested by cryptographers.

In order to test that a system is secure, researchers 
adopt rigorous and precise definitions of security, 
modelling properties such as confidentiality, integrity, 
and anonymity. Each definition is carefully designed to 
capture a particular security property, under detailed 
assumptions about resources, required trust, network 
availability, and even the notion of identity.

As noted in Quaglia and Heath (2017), the assumptions 
regarding available resources (e.g., technology used 
and network access), as well as notions of identity 
and trust, can strongly influence the cryptographic 
solution design. In our experience, most assumptions 
are developed and tested exclusively in the (male) 
global north. Cryptography is not a neutral terrain. 
Even its language can embody masculine themes, 
as in expressions such as penetration testing (in the 
secure testing domain), and man-in-the-middle attack 
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(a classic attack against cryptographic protocols). 
More significantly, perhaps, cryptographic models 
make assumptions that may not be relevant to gender-
specific threats. 

The model of cryptographic threat incorporates 
the notion of attacker/adversary, which is often 
assumed to refer to a distant and unseen third party 
with malicious intentions. As discussed in Part 1, 
the malicious intentions towards women’s security 
and privacy often originate from the domestic 
environment, and the assumption of a distant 
adversary appears irrelevant. Similarly, the trust 
assumptions made in these models often assume 
the existence of a trusted institution, such as a 
bank, a company, or the government, which can be 
fully relied on and considered benign. In countries 
where important institutions are male-dominated or 
male-oriented, such assumptions of trust could be 
detrimental to the security of women. Finally, even 
assumptions regarding resources can be considered 
biased: if a cryptographic solution is proved to be 
secure under specific resource requirements (e.g., 
power and network availability, computing capacity), 
when such requirements are not met security cannot 
be guaranteed. Given that women around the world 
tend to have limited access to resources, this basic 
assumption cannot be considered gender-neutral. 
These and related considerations need further 
research, to serve women’s unique and urgent security 
and privacy concerns.

CONCLUDING REMARKS

This issue has not been raised before in the context of 
cryptography, as the analysis of security in general has 
been heavily influenced by gender. Feminist security 
studies have proposed a more people-centered 
notion of security, in which people contribute to and 
become part of the definition of security. Quaglia 
and Heath (2017) describe a growing awareness that 
technology needs to be designed for a cultural and 
societal context. Seminal work by Hall, Heath, and 
Coles-Kemp (2015) describes how visualising security 
with the use of LEGO bricks enables participants to 
question traditional notions of security (such as the 
one user/one password paradigm). 

Rethinking security through a gender lens is 
a necessary step to ensure women’s greater 
involvement in the design of security and, in particular, 
cryptographic solutions, enabling a successful 
integration of digital technologies in our everyday 
lives. There are some limitations to our considerations 
so far: for instance, we have not extensively covered 
issues of security and privacy globally, and we have 
not addressed intersectionality. This paper should 
represent a starting point for further detailed studies 
and research.
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